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Connect to Exoscale platform

Go to the Exoscale website (https://www.exoscale.com) and click on “Log in”

A EXOSCALE propucr:

/AEXOSCALE

European Cloud Hosting

(NN VAVAVAY

| forgot my password
| do not have an account yet

A solid European cloud hosting alternative

-]

High part

/AEXOSCALE

Selt-sust

Snapshots and Custom

Managed PosigreSQL. MySQL. Apache Kaka and

/. Instance Pools fo manage groups of machines Full control plane iecycle management Fac’™ daistests

Two-factor authentication

Enter the verification code generated by your mabile application.
| 751174 |:|‘

If you don't have your mobile device with you, you can also enter
one of your backup codes. Each of your backup codes can be
used only once.

Enter your credentials and click on “Sign in”
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Create private networks

Define new private networks if needed (you reuse the existing)

New Frivate Network

— INSTANCES
COMPUTE

INSTANCE POOLS Trpe

SKS
Private Network Name *

TEMPLATES MGMT I
The name should not be empty and contain 255 characters maximum

SEGURITY GROUPS
Description

ELASTIC IP

LOAD BALANGERS

The description should contain 255 characters maximum,

PRIVATE NETWORKS
Zone *
SSH KEYS
B DE-FRA-1 R DE-MUG-1
ANTI-AFFINITY
K3 CH-DK-2 -
ﬂ = AT-VIE-1 == BG-SOF-1
EUPP'DHT
Start IP
10.200.0.10

Must be a valid IP address, not bigger than End IP.

End IP

10.200.0.150
Must be a valid IP address, not smaller than Start IP.

Netmask

255.255.255.0

Must be a valid Netmask.
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Create a new instance from the public template

Go in “Compute > Instance” on the Exoscale Dashboard, and click on “Add”

Instances FILTER INSTANCES DISPLAY NAMES m

INSTANGES
START STOP | REBOOT | DESTROY
INSTANGE POOLS
Instance Display Name v Security Group IF Address Status
e 08 Template v / Disk Instance Type ¥ Zone ¥

CHF 6495

 Add a Hostname
* Choose Template

* Choose the zone & © e o & = 2
(Datacenter)

h S CR/RT




Create a new instance from the public template (cont’d)

Choose the VM size

Instance Type

STANDARD
STORAGE

MEMORY

Micro

Tiny

Small

O Medium

Large

Extra-Large

Huge

Mega

Titan

Jumbo

® cpPu

# RAM

512 MB

16 GB

32GB

128 GB

225GB

‘Your Instance:
FW-PaloAltoNetworks-Active

ZoNE
CH-GVA-2

TEMPLATE
(B Palo Atto Network FW - 10.1.3

INSTANCE TYPE
Standard - Medium
2 CPU - 4 GB RAM

DISK SIZE
100 GB SSD

SSH KEY
testi

SECURITY GROUPS
default
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Create a new instance from the public template (cont’d)

Disk

100 GB 200 6B 00 GB

Keypair

You have no keypalrs at the moment
If you wish, you may create one here.

We strongly encourage you to use keypairs instead of a plain password. Read more on the Exoscale documentation

Security Groups
. . Your Instance:

. Choose the Disk size
*  Choose a keypair*

*  Choose default Security groups ZONS
: B2 cronz
*  Choose private Networks*

DATACENTER MGMT

FW-PaloAltoNetworks-Active

Private Networks

TEMPLATE

(] Palo Alto Network FW - 10.1.3
IPv6

INSTANCE TYPE

Standard - Medium

2 CPU - 4 GB RAM

Enable IPv6

Anti-Affinity Groups
DISK SIZE

100 GB SSD

User Data
SECURITY GROUPS

default

* PRIVATE NETWORKS
nOt ma ndato ry MGMT - DATACENTER - INSIDE
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VM deployment

The VM is deploying

FW-PaloAltoNetworks-Active

INSTANGES

INSTANGE POOLS

SKS
[EMELAES STOPPED
SECURITY GROUPS
0s Template
Palo Alto Network FW - 10.1.3
ELASTIC IP

LOAD BALANGERS

TR SIS Instance Type: Medium
4GB / 2x2198 MHz

SSH KEYS.
ANTI-AFFINITY

Instance Hosthame
FW-PaloAltoNetworks-Active

Instance Display Name

FW-PaloAltol orks-Ac

Reverse DNS

None set yet.

START

Zone
GH-GVA-2

Disk
100 GB

REINSTALL | DESTROY

Instance IP

IPv4: Be

ENABLE IPV6 ON THIS INSTANGE

Instance ID
39ddb557-20d4-dead-b483-ceeadh7245be B

SSH command
Stopped instances ¢an't be accessed.

SSH Password
RESET PASSWORD

YYour password is not available anymore.

Passwords are available ohly for the duration of your session.

SCALE

We encourage you to use keypairs instead. Read more on the Exoscale documentation

Anti-Affinity Groups
Your instance is not attached to any Anti-Affinity group.
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Palo Alto Networks Management

The VM is running after 5-10 minutes, copy the public IP address or the ssh command

and try a connection

FW-PaloAltoNetworks-Active

SSH command
ssh adminpalo@l94.182.160.180 B >

The login is not valid, the correct user is admin

sharkmo@CHWSMME@B1 ~ % ssh admin@194.182.160.18@
(admin@194.182.168.180) Password:

Number of failed attempts since last successful login: @

admin@PA-VM> [

Instance IP

IPv4: 194.182.160.180

The default credentials are admin / admin

Change the password and make a commit

°" Commit Status

Y3 Operation Commit
Status Active
Jst Result Pending
pud Progress %
st
Detalls
wi  Commit
Jsi
wit
ail
15
ed

Be

nnnnnnnn

Password Change Required

A commit is required after your
change.
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Create an Interface Management Profile

Interface Management Profile

Mame | PingOnly

Administrative Management Services
[ HTTR
[ uTTRS
[] Tetnet
[JssH

Network Services
Ping
[ uTTP OCSP

[ smp

D Response Pages

[ user-ip

D User-1D Syslog Listener-55L
D User-ID Syslog Listener-UDP

PERMITTED IP ADDRESSES

-10 -

In “Network > Interface Mgmt”, create a profile “PingOnly” and enable the service ping
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Create an Interface Management Profile

In “Network > Interface Mgmt”, create a profile “HTTPS-SSH-Ping” and enable the service
https, ssh and ping

Interface Management Profile @

Mame | HTTPS-55H-Ping

Administrative Management Services
PERMITTED IP ADDRESSES

[Jurre 3 interfaces Q
HTTPS 2 Zones
o VLANs O | name PING TELNET s5H HTTP HTTP OCSP HTTPS SNMP RESPONSE PAGE!
L] Telnet B virtual wires 0 | rves.ssh-pig
SSH ® vitual Routers O regony

@3 PSec Tunnels

Metwork Services {¢ GRE Tunnels

Ping

@, GovarProtec

[ HTTP OCSP @
) Portals
] snmp @ Gateways
@] vom
[ Respanse Pages B9 Clientless Apps
[ user-o %) Clientless App Groups
E £ qos
\:| User-1D Syslog Listener-55L = o
[] user-ID Syslog Listener-UDP - [ Network Profiles
) GiobalProtect IPSec Crypte
F IKE Gateways
) IPSec Crypto
() Add ) IKE Crypta

3 Mnitor

() Interface Mgmt
(@ Zone Protection

2 (s ormtie

n Cancel
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Create Zones

In “Network > Zones”, create 3 zones (Outside, Datacenter, Inside)

Zone @
Name | Inside User Identification ACL Device-ID ACL
Log Setting | None v [] Enable User Identification [] Enable Device Identification
Type | Layerd ~ D INCLUDE LIST -~ D INCLUDE LIST ~

O | inTERFACES ~

DASH D M 3 (s NETWORK
(®) Add
=2 Interfaces
O |excLupe List ~ BH Zones
(@ Add =
s VLANS
Zone Protection B virtual Wi INTERFACES / VIRTUAL | ZONE PROTECTION PACKET BUFFER
: Fileseire [ | name TYPE SYSTEMS PROFILE PROTECTION LOG SETTING
Zone Protection Profile | None [H Virtual Routers
Enable Packet [} layer3
Buffer Protection () e oty O -
¢ GRE Tunnels Ak
@ Add £ DHCP ] layer3
" DNS Proxy

~ @ GlobalProtect

(& Gateways
(@ vamaa
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Configure the interface ethernetl/1

In “Network > Interfaces”, attach the management profile “HTTPS-SSH-Ping” to the interface ethernet1/1 and set the interface

in L3 in DHCP mode
Ethernet Interface

Interface Name | ethernet1/1
Comment
Interface Type | Layer3

Netflow Profile | None
Config 1Pva IPvé SD-WAN Advanced
Assign Interface To

Virtual Router | default

Security Zone | Outside

@

Ethernet Interface

Interface Name | ethernet1/1
Comment
Interface Type | Layer3
Netflow Profile | None
Config 1Pva 1Pvé SD-WAN Advanced
Link Settings

Link Speed Link Duplex

Other Info ARP Entries ND Entries NDP Proxy LLDP DDNS

Management Profile | HTTPS-SSH-Ping
MTU
Adjust TCP MSS.
40

&0

[ untagged Subinterface

Link State | auto

Cancel

¢ Add the default virtual router
¢ Add the “Outside” zone

Ethernet Interface [©)]

Interface Mame | ethemet1/1

Comment
Interface Type | Layer3 v
Netflow Profile | None ~
Config IPvd IPvé& SD-WAN Advanced
ee sgtic pepoe @ DHCP Client

Enable
Automatically create default route pointing to default gateway provided by server
[ send Hostname: system-hostname ~

Default Route Metric | 10

Show DHCP Client Runtime Info

n Cancel
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Configure the interface ethernetl/2

In “Network > Interfaces”, attach the management profile ”PingOnly” to the interface ethernet1/2 and set the interface in L3 in

DHCP mode

Ethernet Interface

Interface Name
Comment
Interface Type | Layerd

Netflow Profile | None

Config IPvd IPvé SD-WAN Advanced

Assign Interface To
Virtual Router | default

Security Zone | Datacenter

Ethernet Interface

Interface Name
Comment
Interface Type | Layer3

Netflow Profile | None

Config IPvd IPvé SD-WAN Advanced

Link Settings

Link Speed Link Duplex Link State | auto

OtherInfo | ARPEntries | NDEntries | NDPProxy | LLDP | DDNS

Management Profile | PingOnly

MTU [

Adjust TCP MSS
40
&0

[] Untagged Subinterface

“ Cancel

@

e Add the default virtual router
¢ Add the “Datacenter” zone

Ethernet Interface

Interface Name
Comment
Interface Type | Layer3

Netflow Profile | None

Config 1Pva IPwé SD-WAN MAdvanced
Tee sanc - pppoe @ pHCP Client
Enable

Automatically create default route pointing to defauit gateway provided by server
[] send Hostname system-hostname

Default Route Metric | 10

Show DHCP Client Runtime Info

“ Cancel

-14 -
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Configure the interface ethernetl/3

In “Network > Interfaces”, attach the management profile ”PingOnly” to the interface ethernet1/3 and set the interface in L3 in
DHCP mode
Ethernet Interface @
e e * Add the default virtual router
Interface Type | Layer3 - d Add the lllnSide” Zone
Netflow Profile | None ~
Config 1Pva IPvé SD-WAN Advanced
—_— Ethernet Interface @
Assign Interface To
Virtual Router | default e Interface Mame | ethemnet1/3
Security Zone | Inside v Comment
Interface Type | Layer3 v
Cancel Netflow Profile | None ™
Config 1Pvd IPvé SD-WAN Advanced
Ethernet Interface
Interface Name | ethemet1/3 e O sitic ) peroe @ pHepcrient
Comment Enable
Interface Type | Layer3 Automatically create default route pointing to default gateway provided by server
Netflow Profile | None |:| Send Hostname system-hostname ~

Config Pva IPvé | SD-WAN Advanced
Link Settings

Link Speed Link Duplex Link State | auto

Other Info ARP Entries ND Entries NDP Proxy LLDP DDNS

Management Profile | PingOnfy

MTU
Adjust TCP MSS

40

60

[] Untagged Subinterface

Default Route Metric | 10

Show DHCP Client Runtime Info

n Cancel
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Palo Alto Networks Interfaces summary

DASHBOARD

NETWORK

= Interfaces
P Zones

= VLANS

Ea Virtual Wires

Virtual Routers

(I IPSec Tunnels

]I\ GRE Tunnels

= DHCP

% DNS Proxy
~ @ GlobalProtect
Portals
& Gateways

& MpMm

Ethernet | VLAN

INTERFACE

&5 ethernet1/

&3 ethernet1/!

&3 ethernet1/.

3 ethernet1/:

& ethern

Loo)

pback

Tunnel

MANAGEMENT LINK

INTERFACE TYPE | PROFILE STATE | IP ADDRESS VIRTUAL ROUTER

Layer3
Layer3

Layerd

HTTPS-55H-Ping Dwnamic-DHCP Client default

PingOnly Dynamic-DHCP Client default

PingOnly Dynamic-DHCP Client default

1868 E

none none

Commit Status

Operation Commit
Status Active
Result Pending
Progress 0%

Details

Commit

-16 -

TAG

Untagged
Untagged
Untagged

Untaeeed

@

VLAN /
VIRTUAL-WIRE

none

none

none

none

SECURITY ZONE

Outside

Datacenter

Inside

none

none

SD-WAMN

INTERFACE

PROFILE UPSTREAM NAT
Disabled
Disabled
Disabled
Disabled
Disabled
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Palo Alto Networks Interfaces summary

After the commit, the interfaces are enable and you could see the IPs from the DHCP range define in the Private networks
selected during deployment

DASHBOARD

NETWORK

= Interfaces

= Zones

S VLANS

By Virtual Wires

Virtual Routers

(@Y IPSec Tunnels

¢ GRE Tunnels

< DHcP

i DNS Proxy

v @, GlobalProtect
@ Portals
@, Gateways

@] mom

Ethernet

INTERFACE
Eethernet1/.
Eethernet1/:
= ethernet.
= ethernet/

E ethernet:

VLAN

Looy Tunnel
MANAGEMENT LINK

INTERFACE TYPE | PROFILE STATE | IP ADDRESS VIRTUAL ROUTER | TAG

Layer3 HTTPS-55H-Ping Dynamic-DHCP Client default Untagged

Layer3 PingOnly Dynamic-DHCP Client default Untagged

Layer3 PingOnly Dynamic-DHCP Client default Untagged
none nane Untagged
none none Untagged

VLAN /
VIRTUAL-WIRE

Dynamic IP Interface Status

Interface ethernet1/1
State Bound
0days 3:56:49

Remaining Lease Tim
P Address

Gateway 00.0.0

Primary DNS 0.0.00

Secondary DNS 0000

Brimany WINS 00.0.0

Dynamic IP Interface Status

Interface ethernet1/2
State Bound
Remaining Lease Time O days 3:56:34
IP Address 10.99.043
Gateway 0.0.00
Primary DN5 0.0.0.0

Dynamic IP Interface Status

Interface

State

Remaining Lease Time
IP Address
Gateway

ethernet1/3
Bound

0 days 3:56:23
10.0.0.28
0.0.00

-17 -

SD-WAN
INTERFACE
SECURITY ZONE PROFILE UPSTREAM NAT FEATURES
COutside Disabled
Datacenter Disabled
Inside Disabled

Private Network

Each instance may provision one or more private network interfaces. Each interface is bound to a private layer 2 segment
isolated to your instances in each zone.

SELECT ~
INSIDE - [MANAGED |
MAC: @a:c3:fe:@87:2c:bo

IP Address: 10.0.0.28

D!

\TER - (MAAGED )
MAC: @a:efi32:07:2d:37

IP Address: 10.99.0.43
MGMT - [WANAGED )

MAC: @a:bd:80:088:1b:34

IP Address: 10.200.0.136
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Swap Interface to move the public IP on the ethernet1/1

From Exoscale, the public interface is always the first hypervisor interface. You need to move the Public IP from Mgmt to ethernet1/1
within the Palo Alto Networks Virtual Machine

To do this, a special CLI command must be executed in the Palo Alto Networks VM in SSH (Reboot mandatory):

# set system setting mgmt-interface-swap enable yes

admin@PA-VM> set system setting mgmt-interface—swap enable yes
<Enter> Finish input

admin@PA-VM> set system setting mgmt-interface—swap enable yes
Warning: System restart required to take effect changes. Management interface will swap after restart. De you want te continue? (y or n)

Reboot system to take effect new changes. After reboot use IP address of eth® (externmal to VM)

admin@PA-vM> [

admin@PA-VM> request restart system
Executing this command will disconnect the current session. Do you want to continue? (y or n)

Broadcast message from root (pts/@) (Mon Jam 24 11:17:658 2822):
The system is going down for reboot NOW!

Connection to 194.182.1460.180 closed.
sharkmoPCHWSMMEBB1 ~ % I
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Reboot Palo Alto Networks Virtual Machine

Launch a Terminal and ping the public IP (in this documentation 194.182.160.180)

FERRRRRRRRIREIRERR

FERERITIFRIRERR

2

6
8.
6
8.
5.
8.
5.
&
8.
6
8.
5.
8.
5.
&
5.
&
84
1]
8.
5.
8.
5.
&
8.
6
8.
5.
8.
5.
&
5.
&
8.
1]

bytes from 194
bytes from 194
bytes from 194
bytes from 194
bytes from 194
bytes from 194
bytes from 194
bytes from 194
bytes from 194
bytes from 194
bytes from 194
bytes from 194

.182.
.182.
.182.
.182.
.182.
.182.
.182.
.182.
.182.
.182.
.182.

.168.

bytes from 194.
bytes from 194.
bytes from 194.
bytes from 194.
bytes from 194.
bytes from 194.

sharkmo — ping 194.182.160.180 — 80x63

160.180:
160.180:
160.180
160.
168.
168.
168.
160.
160.
160.
160.

.168.
.168.
.168.
.168.
.168.
.168.

4.936 ms
1.701 ms
B.410 ms
1.487 ms
7.524 ms

bytes from 194. .160.
bytes from 194. .168.
bytes from 194. .168.
bytes from 194. .168.
bytes from 194. .168.
bytes from 194. .160.
bytes from 194. .168.
bytes from 194. .160.
bytes from 194. .168.
bytes from 194. .168.
bytes from 194. .16@.
bytes from 194. .168.
bytes from 194. .160.
bytes from 194. .160.
bytes from 194. .160.
bytes from 194. .168.
bytes from 194. .160.
bytes from 194 .1608.188:
timeout for icmp_seq
timeout for icmp_seq
timeout for icmp_seq
timeout for icmp_seq
timeout for icmp_seq
timeout for icmp_seqg
timeout for icmp_seq
timeout for icmp_seq
timeout for icmp_seq
timeout for icmp_seq
timeout for icmp_seq
timeout for icmp_seq
timeout for icmp_seq
timeout for icmp_seq
timeout for icmp_sea
timeout for icmp_seq
timeout for icmp_seq
timeout for icmp_seq
timeout for icmp_seq

: icmp_seq=100 ttl=56 time=30.916 ms

01 ttl=56 time=32.634 ms

5 tt.
: icmp_seq=106 ttl=56 time=31.567 ms

icmp_se

: icmp_seq=109 ttl=56 time=97.944 ms
i ime=1:

0 tt. 36.283 ms

\ portalexsscale com &
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( N ] L portal.exoscale.com @

PA-VUH login:

L portal.exoscale.com

ip 10.200.0.136 : mask 255.255.255.0
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Public IP moved on ethernet1/1

As you could see, the public IP 194.182.160.180 has moved on the ethernet1/1

DASHBOARD MONITOR POLICIES OBJECTS

In case of issue with default routes given by DHCP Exoscale, try to shut ethernet1/2 and

Layout |3 Columns Widgets ¥ Lastupdated  21:18:57 ethernet 1/3 and then commit (Exoscale console mode)
General Information o X
PAVM admnin@PA-UMH# set net interface ethernet ethernetl Z link-state down
10.200.0.136 (DHCP)
255.255.255.0 [edit]
10.2000.1 admin@PA-UMH# set net interface ethernet ethernetl-3 link-state down
unknown
feBO:BOM:BOM Te0B: 1b34/64 [edit]

admin@PA-UH# commit

Da:bd-80:08:1:34

PAVM
unknown ) oee sharkmo — ping 194.182.160.180 — 79x45
KVM:54060500FFFB8B07 Now the Plng works Request tineaut for icnp_seq 3347

Request timeout for icmp_seq 3388
Request timeout for icmp_seq 3389
Request timeout for i
Request timeout
Request timeout
Request timeout
Request timeout
Request timeout
Request timeout
timeout
timeout
timeout
timeout
timsout
timeout
timeout
timeout

adninePA-UH> shou interface
all Show all interface information
cthernetisl  etherneticd
cthernetls2  ethernetl 2
cthernetl 3 etherneti 3
harduare Show all hardware interface information
logical Show all logical interface information
nanagement  Show management interface information
<walue> <mame> interface name

adnin@PA-UN> shouw interface all

total configured hardware interfaces: 3

timeout
from 1

nane id speed/duplexsstate mac address

ethernetl 1 16 10000/fullap 06:4b:ea:00:0f:49
ethernetl 2 17 10000/fullup Ba:ef:32:07:2d4:37
ethernetl-3 18 10000/ fullaup Ba:c3:fe:07:2c:b0

aggregation groups: 0

total configured logical interfaces: 3

manc id  usys zonc oruarding tag  address

ethernetl 1 Outside ur:default 0 194.182.160 180,22
ethernetl/Z2 Datacenter ur:default 0 10.99.0.43/24
ethernetl 3 Inside ur:default 0 10.0.0.28-24 2 O
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Palo Alto Networks Mgmt on Ethernet1/1

Reconfigure the Datacenter (ethernet1/2) and the Inside (ethernet1/3) interfaces with static IPs in each range and re-enable
them

& 194.182.160.180

Dynamic IP Interface Status

Interface ethernet1/1
State Bound
Remaining Lease Time 0 days 0:00:00
IP Address 194.182.160.180
Gateway 194.182.160.1
Primary DN5  185.19.30.21
Secondary DNS  185.19.30.58
Primary WINS 0.0.00
Secondary WINS 0.0.00
Primary NIS 0.0.00
Secondary NIS 0.0.00
POP3 Server 0.00.0
SMTP Server 0.00.0
DNS Suffix
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Allowing traffic from Inside/Datacenter to Outside (Internet)

Add a default route in the default virtual router

Virtual Router - Static Route - IPv4

Name | Default
Destination | 0.0.0.0/0
Interface | ethernet1/1
MNext Hop | 1P Address

194.182.160.180

Armin P

Add a NAT rule to translate all packets with the Public IP on the Interface ethernet 1/1

DASHBOARD

£ Security

rwarding ATIE

1 | Default-To-Internet

“
v
“
v

ADDRESS

@
I

Router Settings
Static Routes
Redistribution Profile
RIP

OSPF

Virtual Router - default (O]
IPv4 Pvé
Titem | = >
Next Hop
ADMIN ROUTE
D NAME DESTINA.. | INTERFA.. | TYPE VALUE DISTANCE METRIC BFD TABLE
[l Default 0000/0  ethemetl. ip-address 194.182.. default 10 None unicast

OSPFv3
BGP

Multicast

USER DEVICE

Destination
ZONE ADDRESS DEVICE APPLICATION SERVICE ACTION PROFILE OPTIONS HIT
A Outside any any any any @ Allow none =]
{intrazone) any any any any @ Allow none none 957
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Use the Linux client to test the outgoing traffic

From a Linux client deployed in the datacenter network, configure a specific destination through Palo Alto Network FW (to avoid
lose the SSH Control on it)

Username: ssh ubuntu@159.100.242.224 e s e

Password: eY5dyaypddqyehj (To reset when VM stopped) =3 E—

Let’s choose the SCRT website: e o — .
(www.scrt.ch - 104.21.29.35, 172.67.171.75)

sharkmo@CHWSMME@®1 ~ % ssh ubuntu@159.100.242.224

ubuntuP159.100.242.224's password: Try to ping the datacenter interface of the FW from the linux client, it shouldn’t work:
Welcome to Ubuntu 20.84.2 LTS (GNU/Linux 5.4.8-BB-generic xB&_64) _

|"

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

ubuntu@VM-t 7df-4bdb :~% ping 10.99.8.43
.99.8.43 (10.99.0.43) 56(8B4) bytes of data.

—— 18.99.8.43 ping statistics ——

System information as of Mon Jan 24 28:42:42 UTC 20822 . . .
16 packets transmitted, @ received, 18@% packet loss, time 15345ms
System load: @.54 £ 132

Usage of / 6% of 48.29GB sers ed in: a

Memory usag 5% IPv4 address for eth@: 159.180.242.224
Swap usage: %

ubuntu@VM-t f7df-&4bdb-ac a582 s i

B5 updates can be installed immediately.

2 of thess updates is a security update. Try to ping www.scrt.ch from the linux client, it shouldn’t work:

To see these additiomal updates run: apt list ——upgradable

ubuntu@ f7df-4bdb— -9 =:~% ping www.secrt.ch
PING www.scrt.ch (184.21.29.35) 546(B4) bytes of data.

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

Oct 18 @9:06: 2021 from 91.175.140.9
Fa5821¢ 3

$

$ sudo -s
me/ubuntu# exit AG

—— www.scrt.ch ping statisties —

36 packets tramsmitted, @ received, 188% packet loss, time 35B&46ms
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http://www.scrt.ch/
http://www.scrt.ch/

Use the Linux client to test the outgoing traffic (cont’d)

Modify the eth1/1 network interface with an IP in the datacenter subnet.

sudo ifconfig eth1 10.99.0.5
sudo ifconfig eth1l netmask 255.255.255.0
sudo ifconfig eth1 up

Try to ping the fw, it should work:

—— 10.99.8.43 ping statistics ——
5 packets transmitted, 5 received, 8% packet loss, time 4807ms
rtt min/avg/max/mdev

Try to ping www.scrt.ch, it shouldn’t work

Add the specifics routes

uhun:u; f 1 ead5c:~$ ping www.scrt.ch
PING www.scrt.ch (172.67.171.75) B&(B4) bytes of data.

rC

—— www.scrit.ch ping statistics ——

13 packets transmitted, @ received, 108% packet loss, time 12273ms

sudo route add 104.21.29.35 gw 10.99.0.43 ethl
sudo route add 172.67.171.75 gw 10.99.0.43 eth1l

Traffic well went through the firewall, this means the internet through the firewall is working

ubunty 4bdb-a $ ping www.scrt.ch

PING www.scrt. (172. 7 56(84)
4 bytes from 172.67.171.75 (172.67
4 bytes from 172. 71.76 (172.87.171.7

of data.
icmp_seg=12
i 13

4 bytes from 172. 7 (172
4 bytes from 172. 7 (17
4 bytes from

4 bytes from

7 ttl=54 time=11.

O PA-VM

=24 -

. souee
FroM ADoREss
neceveTive | Tvre zone | Tozowe | sounce souRCE UsER | Group DESTINATION

Marual

oEsTINATION
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Use the Linux client to test the outgoing traffic (cont’d)

Test with google.fr IP

sharkmo@CHWSMMEB81 ~ % ping google.fr
PING google.fr (172.217.16B.67): 66 data bytes

64 bytes from 172.217.16B.67: icmp_seq=0 ttl=116 time=35.0886 ms
64 bytes from 172.217.1468.67: icmp_seq=1 ttl=116 time=34.620 ms

Add the specific route
sudo route add -net 172.217.168.0/24 gw 10.99.0.43 ethl

Traffic well went through the firewall, this means the internet through the firewall is working:

c3c23-f7df-4bdb-aca2: ead5c:-$ ping google.fr
fr (216.58.216.227) 56(84) bytes of data.
64 bytes from zrh11s82-in-f3.1e108.net (216.58.215.227): i
64 bytes from zrh11s82-in-f3.1e108.net (216.58.215.227): i
64 bytes from zrhills@z-in-ft3.lel@@.net (216.58.215.227): i
64 bytes from zrhils@2-in-f3.lel@@.net (216.58.215.227):
64 bytes from zrhils@2-in-f3.lel@@.net (216.58.215.227):
64 bytes from zrhills@z-in-ft3.lel@@.net (216.58.215.227): i
64 bytes from zrhlls@2- f3.1el@0.net
64 bytes from zrhils@2-in-f3.lel@@.net (216.58.215.227):
64 bytes from zrhils@2-in-f3.lel@@.net (216.58.215.227):
64 bytes from zrhills@2-in-f3.lel@@.net (216.58.215.227): i
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